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From smartphones and implantable 
defibrillators, to EHRs and patient portals, 
healthcare is getting connected through 
the Internet of (Medical) Things (IoMT). A 
Markets and Markets report forecasts the 
global connected medical device market to 
reach $1.34 billion by 20211, at an annual 
growth rate of 26 percent. Clearly, caregivers, 
patients, payers, medical devices, and 
pharmaceutical companies are becoming a 
wired ecosystem. 

Greater connectivity undoubtedly improves 
efficiency and patient outcomes. Yet, with 
the benefits come risks. The more devices 
and systems, the more data exchanges and 
the more gaps between security solutions 
and potential threats. 

The proliferation of devices connected 
by the IoMT gives malicious attackers 
virtually millions of opportunities to infiltrate 
healthcare networks. Whether a device is 
used by a consumer or by a caregiver in 
a hospital, essential firmware or malware 
protection updates may be missed—leaving 

the window wide open for a data breach. 

The size of the threat

Healthcare data breaches occurred at the rate 
of one per day in 2016, affecting more than 27 
million patient records, according to Breach 
Barometer2. On average, 233 days passed before 
each healthcare data breach was discovered. 
External wrongdoers were responsible for 27 
percent of the data breaches. 

Employees can also be a major source of data 
breaches, whether from deliberate intent or 
poor security practices. Across all industries, 55 
percent of companies experienced a security 
incident or data breach in 2016 because of a 
malicious or negligent employee, according to 
a 2016 Experience Data Breach Resolution and 
Ponemon Institute report.

Eight best practices for a medical device 
security strategy

For an overtasked IT team, addressing security 
is often reactive rather than proactive. One 
reason is that the job has become increasingly 
complex with the exponential growth in the 
number of devices and endpoints in hospitals 
and healthcare systems. 65 percent of 
organizations across all industries use between 
six and 50 security products—and the more 
products and devices, the greater the risk of 
gaps and overlaps. 

However, all is not lost. A healthcare IT team can 
take a few key steps to address the challenges 
and mitigate the risk of a data breach. 

The first step is a cybersecurity assessment that 
focuses on identifying security gaps, especially 
where electronic protected health information 
(ePHI) may be at risk. 

Then, you’ll need to update your cybersecurity 
roadmap to close the gaps. For that purpose, we 
recommend the following best practices. 

1.  Maintain ongoing cybersecurity 
governance. Once you’ve updated your 
cybersecurity roadmap, keep your policies and 
procedures up to date too, as your organization 
and its technologies evolve. Well-defined 
roles for clinical engineering, IT, and other 
departments are critical to ensure that key 
security tasks are addressed.

2.  Adopt federal recommendations for 
healthcare cybersecurity. Recognizing 
the growing risks, the U.S. Food and Drug 
Administration (FDA) took action in late 
2016 by issuing its Guidance on Postmarket 
Management of Cybersecurity in Medical 
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rogue access points and unsecured WLAN 
connections that put your entire network at risk. 

7.  Implement advanced endpoint 
protection. As threats and attacks becoming 
more challenging to protect against, vendors 
have made great strides in lowering costs and 
improving the usability of powerful advanced 
endpoint solutions. Some focus on advanced 
prevention, while others focus on advanced 
detection-and-response mechanisms. Ideally, an 
organization will invest in both capabilities.  

8.  Enlist employees. Get to know how 
employees use their personal devices. Are they 
inadvertently introducing insecure applications 
and devices into your environment? Establish 
policies and provide regular training and 
reminders to keep cybersecurity top of mind.

Devices. The guidance highly recommends a 
proactive, comprehensive risk management 
program, and explains what such a program 
should include. 

3.  Align procurement practices with 
security policies. Educate your procurement 
team on what to look for when evaluating 
medical device vendors. For example, the 
manufacture disclosure statement for medical 
device security (MDS2) form that accompanies 
every connected medical device should be 
required reading. Procurement also should 
scrutinize vendors’ security practices too, 
because some data breaches have arisen from 
weaknesses in third-party systems. Along with 
procurement management, a healthcare asset 
management program should determine what 
devices exist in the organization and include 
depreciation schedules and dates for when 
devices and equipment will be disposed.

4.  Keep security patches and operating 
systems up to date. Older medical devices 
often have outdated operating systems that 
cannot be secured against the latest threats. 
Office applications, including Web browsers, 
Acrobat PDF readers and other mundane 
systems, also can create risks if not kept current 
with the latest updates. Further, as many 
medical device vendors do not patch devices, 
the best route is to segment the network.

5.  Segment your networks. Once an 
arduous strategy to implement, network 
segmentation is much easier with today’s 
software-defined networking tools. 
Segmentation, or “zoning,” makes it much more 
difficult for a wrongdoer to locate and access 
your organization’s most sensitive data. Each 
segment can be protected by specific access 
policies and multi-level controls to limit access 
and the types of data transmitted. 

6.  Monitor your wireless network 
airspace. Periodic airspace monitoring is not 
adequate for protecting patient data. Instead, 
implement a continuous monitoring solution so 
IT managers can quickly pinpoint and remediate 
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